What do | have ?

Social media cheatsheet

Code

- Github

- GitLab

- Bitbucket

- SourceForge

Technical forums

- Stack Overflow
- ServerFault

- SuperUser

- Root-Me

- HackTheBox

- TryHackMe

- Reddit

Cybersecurity
- HackerOne

- BugCrowd

- YesWeHack

- Intigriti

- OpenBugBounty
- CTFTime

- Root-Me

Gaming

- Steam

- Epic Games

- Battlenet

- Riot Games

- PlayStation Network
- XBox Live

Gaming community
- Speedrun.com

- Chess.com

- Lichess

- Osu

- Trackmania

- Faceit

General forum
- Reddit

- Quora

- StackExchange
- d4chan

Content creation
- Youtube

- Twitch

- Kick

- SoundCloud

- Spotify

Art

- Dribbble

- ArtStation
- DeviantArt
- Pinterest

- Behance

Username

IP

} URL

- Domain

~ Messaging app

~= Databases

Social media

Reverse Num
Lookup

“— Online banks

= Google dork

Check database

Password reset page

Services linked to the mail

Find Username from email

Github Repository

Gooagle dork

Email Pro : get domain

Checking databases

Service linked to the username

Github Repository

SpiderFoot framework

Verify a possible linked mail

Checking developpement platform

Google Dork

Locate

Check registries (RIR)

Whols

Threat intel

Passive scan

Find Domain

Check certificate

Associate mails

Google dork

Check domain

Whols

Check HTTP Headers

Critical folder

Check TLS certificate

Archives

Analytics

Google dork

Whois

DNS records Check

Sub-domain enumeration

TLS Certificates

Archives

Threat Intel

Google dork

~= Reverse Image Search (RIS)

-~ Metadata

Geo indicators

Identity clues

“— Erwircnment / Background analysis

“= Leak informations

WhatApp

Telegram
Snapchat

== Facebook 2019 Leak

= Google
https://wwwnumloockup.com/

https://www.truecaller.com/reverse-phone-
number-lookup

= \Mero
~ "[PhoneNumber]" site:linkedin.com

~ "[PhoneNumber]” filetype:pdf

"[PhoneNumber]” filetype:doc OR filetype:docx

“— "[PhoneNumber]" filetype:xls OR filetype:xsx

“— "[PhoneMumber]" site:pastebin.com

HavelBeenPwned
LeaklX.net

Gravatar checker
Epieos.com

Manually on websites

CLI : Sherlock
CLI : Maigret
CLUl : Holehe

CLI : GHunt (Google account)
https://whatsmyname.me/
TruffleHog

GitLeaks
author-email:email@example.com
"target@example.com”

"target [at] example [dot] com”

"target@example.com” filetype:pdf KA
"target@example.com” "ssh" KA
"target@example.com” site:dlinkedin.com KA

Have | been pwned

CLI : Social Analyzer
CLI : Sherlock

CL! : Holehe

CLUl : GHunt

CLI : Maigret
WhatsMyName

Namechk

TruffleHog

GitLeaks

Exemple : [username]@gmail.com

Github / GitLab [ GitBucket
Stack Overflow
HackerOne [/ BugCrowd

Pastebin / Github gist

intitle:"[username]”
inurl[username]

username filetype:pdf

|PInfo

WhatlsMylP.com
RIPE / ARIN / APNIC / LACNIC / AFRINIC

IP\Whols.io
whois.com 4

godaddy.com/whois

VirusTotal
AbuselPDB
AlienVault OTX
SpamHaus

Talos Intelligence

Shodan
Censys

ZoomEye

Reverse IP / DNS Check

crtsh

Censys

Shodan

X

"[ip] filetype:log"
"[ip]” filetype:conf OR filetype:cfg OR filetype:ini

"[ip]” "Apache”

Get the IP

Hosting service

Web server type [ version
Langage used
CMS5 used

WAF used

Folder

File

CN [/ SAN
Sub-domain

Mails

Web Archives
Archive today
Google analytics
site:[site] inurl:admin
site:[site] inurl:dev
site:[site] ext:zip
site:[site] robot.txt

site:[site] "index of /"

Creation date
Organisation name
IP

Hosting country
A [ AAAA
CNAME

MX

TXT (SPF/DKIM)
NS

SOA

SRV

CAA

Subtopic 9

Shodan

Wayback machine
DNS Check

TLS certificate
Organization
Mails

Old domain

Sub domain

WebArchives

Archive today

VirusTotal

AbuselPDB

Spamhaus

Talos intelligence
site:[site] inurl:admin
site:[site] ext:tar
site:[site] inurl:?redirect=

site:[site] robots.txt

Google Image
Yandex image
TinEye

= EXIF
Get street sign
Get languages

Get License plates

Get tatoos
Get glasses

Get background

~ Get room layout
~ (et posters

“— (et screens

“— Get reflections

== Erom screen, reflections etc..

Find leaks

Find leaks

viewdns.info 4
dnsdumpster.com

mxtoolbox.com/DnsLookup.aspx

mxtoolbox.com
Talos intelligence

SpamHaus

[status
[swagger
flogin
fadmin
[server-status
robot.txt
sitemap.xmi
Jwell-known
security.txt
humain.txt
ads.txt

git



